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When Your GPU Starts Rendering 
to Kernel Code Space!

The information provided in this presentation is for educational and security research purposes only. This research was conducted in a controlled environment.



Android Red Team

Protect the Android ecosystem through 
offensive security.

Mission



Pixel 10

GPU



Collaboration with IMG

● The Android Red Team and Imagination Technologies work closely together on 
advancing GPU security.

● Patches for this vulnerability were developed, validated, and distributed well 
ahead of public disclosure, and are available to Imagination customers through 
standard driver releases.

● We appreciate their support for our research and recognise their commitment to 
ensure end users stay protected.
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PowerVR GPU Overview



Pixel 10 PowerVR Driver Stack



Pixel 10 PowerVR Driver Stack - Simplified 3D rendering
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering

0x80_0000_0000

0xE0_0000_0000

0xF0_0000_0000

PMR

Note: GPU VA layout is subject to driver imposed restrictions and security checks



Pixel 10 PowerVR Driver Stack - Simplified 3D rendering

or

● Shader code (USC)
● Textures
● Geometry
● …



Pixel 10 PowerVR Driver Stack - Simplified 3D rendering

or



Pixel 10 PowerVR Driver Stack - Simplified 3D rendering

Handle object
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Tile-based Deferred Rendering & 
FreeList Design

Through the eyes of an offensive engineer



Tiling
● All scene geometry is processed and binned into tiles

From the public documentation: “PowerVR: A Master Class in 
Graphics Technology and Optimization (2012)”

● Tiles represent a set area of the framebuffer
● Processed geometry data is stored in the parameter buffer

https://imgtec.eetrend.com/sites/imgtec.eetrend.com/files/download/201402/1458-2110-1385011428.pdf


Tile-Based Deferred Rendering
● Used by IMG and other GPUs
● Run vertex shader in a unified processing architecture
● GPU stores the output of vertex shaders and input of pixel shaders in “Parameter Buffer”
● GPU runs fragment shaders and writes the final computed result to memory

From the public documentation: “PowerVR: A Master Class in Graphics Technology and Optimization 
(2012)”

https://imgtec.eetrend.com/sites/imgtec.eetrend.com/files/download/201402/1458-2110-1385011428.pdf


Parameter Buffer
● The parameter buffer is stored in system memory 

along with the shader data.
○ Transformed vertices and triangle lists
○ Shader states

From the public documentation: “PowerVR: A Master Class in 
Graphics Technology and Optimization (2012)”

● Essential infrastructure for implementing the TBDR
○ Reduce memory bandwidth overhead at the 

expense of allocating memory from AP

https://imgtec.eetrend.com/sites/imgtec.eetrend.com/files/download/201402/1458-2110-1385011428.pdf


FreeList - the “GPU Hardware Heap”
● The Freelist serves as the underlying structure of the Parameter Buffer.
● Manage a pool of kernel pages reserved for storing geometry data.



Create a Freelist
● Step1: Create a protected GPU memory handle

○ Allocated GPU virtual space, permission etc.

● PMMETA_PROTECT flag (Enforced by GPU MMU)
○ Writing to protected memory area explicitly 

forbidden
○ Cannot create a CPU / GPU memory alias
○ Cannot export the GPU memory to other 

objects



Create a Freelist
● Step2: Submit Parameter Buffer Configuration when calling RgxCreateFreelist API

○ Graphic library figures out an optimized set of parameters

● GrowParamThreshold
○ /* Percentage of FL memory used that should trigger a new grow 

request */



Create a Freelist
● InitFL = 50, GrowParamThreshold = 80(%), MaxFL = 200, GrowFL = 10,

○ 50 * 80% = 40 pages for normal use
○ Rest of 50 - 40 = 10 pages are served as “ready page”



What’s inside of a Freelist State Buffer
● GPU PM (Parameter Manager) consumes the pages from the Freelist



Freelist State Buffer Example

● Example: Freelist 0xe1c0000000 allocates 9 kernel pages initially

Allocated 9 pages initially (0x0f995a71 << 12, 0x0f995a72 << 12, …)

0x0f995a7a = *(int*)(0xe1c0000120 + 0x9 * 4)



Freelist Summary
● Freelist: a shared state buffer + allocated kernel pages for GPU hardware

● The Freelist stack pointer register points to the first page to be consumed by the GPU.

● Hardware Heap: The PM (Parameter Manager) Unit requests 1 or more free page(s) to 
store geometry data.
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Freelist Vulnerability 
CVE-2025-25180

Manipulate the FL Stack Pointer Register



CVE-2025-25180

“... subvert GPU HW to write to arbitrary physical memory pages”



Corrupted FL Stack Pointer Register

● FL Pages Parameters
1
1
0x100000
0x100000

RGX_PM_FREELISTSTATE_BUFFER_SET_STACK_PTR(sFLState, 

ui32InitFLPages - ui32ReadyPages - 1);

RGX_PM_FREELISTSTATE_BUFFER_SET_STACK_PTR(sFLState, -ui32ReadyPages);



Corrupted FL Stack Pointer Register

● Create a Freelist on GPU virtual address

FL_BASE_ADDRESS + 

FL_STACK_PTR * 4 -> First FL 

page consumed by the GPU HW

0x12440 + ((0xffffd710*4) & 

0xffffff) = 0x1008080

FL Base = 0x12440 



Corrupted FL Stack Pointer Register

● What happened?

GPU Page Fault:
DataMaster=GEOM fault_address=0x1007f80 
pc_address=0xaa408e000
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The Road to Kernel Panic



Get an Initial Kernel Crash POC
● Android 3D rendering example application (Texture Teapot)

Hijack Freelist Arguments



Get an Initial Kernel Crash POC

● Not all Freelist created by the driver 
will be used.

● Find correct Freelists and overwrite 
page address to 0xa0a0a0a0

● The screen may “blink” and recover 
itself most of the time



Get an Initial Kernel Crash POC
● Corrupted Parameter Buffer may lead to render failure

Other industry implementations lead to rendering failure 
(public blogpost)

https://alyssarosenzweig.ca/blog/asahi-gpu-part-5.html
https://alyssarosenzweig.ca/blog/asahi-gpu-part-5.html


Get an Initial Kernel Crash POC
● First kernel panic 🎉

[50472.248102][ T6626] BUG: Bad page state in 
process AudioEventMonit  pfn:a1a0a0
[50472.248112][ T6626] page:00000000b3732a49 
refcount:0 mapcount:0 mapping:00000000b59abbd8 
index:0x23b7 pfn:0xa1a0a0
[50472.248123][ T6626] aops:ext4_da_aops ino:3bd 
dentry name:"CameraServices.apk"
[50472.248135][ T6626] flags: 
0x200000000002200c(referenced|uptodate|arch_1|ma
ppedtodisk|zone=1|kasantag=0x0)
[50472.248145][ T6626] page_type: 0xfffffffe()
[50472.248158][ T6626] raw: 200000000002200c 
fffffffe26642808 fffffffe26a9df48 ffffff8891f312a0
[50472.248169][ T6626] raw: 00000000000023b7 
0000000000000000 00000000fffffffe 
0000000000000000
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Blackboxing the GPU HW
Attempt #1



Attempt #1
● What we have

○ The FL stack pointer register points to an out-of-bound GPU VA 0x1008080
○ We can craft arbitrary physical pages as the FL for GPU

● Who consumes these FL pages?
○ GPU Driver ❌
○ GPU Firmware ❌
○ GPU Hardware ✅ -> PM (Parameter Manager) Unit



Attempt #1

FL stack pointer

Growth direction

No observable effect
Page Address: 0x8fded << 12

Fake FL Stack



Attempt #1

FL stack pointer

Geometry Data

Fake FL Stack



Attempt #1
Is this a Page Table crafted by PM?

8fdec000  01 d0 de 8f 00 00 00 3c 01 00 00 00 00 00 00 3c   |.......<.......<|
8fdec010  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec020  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec030  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec040  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec050  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec060  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec070  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec080  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec090  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec0a0  [ ……….…....….. original memory content ……….….….….. ]

Physical Memory Dump (0x8fdec000)



Attempt #1b

FL stack pointer

Fake FL Stack



Attempt #1c

FL stack pointer

Fake FL Stack



Attempt #1d

FL stack pointer

8fdec000  01 d0 de 8f 00 00 00 3c 01 e0 de 8f 00 00 00 3c   |.......<.......<|
8fdec010  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec020  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec030  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec040  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec050  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec060  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec070  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec080  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec090  01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c  |.......<.......<|
8fdec0a0  [ ……….…...... original memory content ……….….….….. ]

Fake FL Stack



Attempt #1
Can we exploit the device by this write primitive?

8fdec000  01 d0 de 8f 00 00 00 3c …

Invalid Instruction

Jump to addr + 0x4 + 0x4000*N

Bits we can’t control
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Blackboxing the GPU HW
Attempt #2



Attempt #2

FL stack pointer

*(long*) 0x8fdec000 = 0xabbccdd001



Attempt #2
● We have a semi write primitive at the beginning of an arbitrary physical page

8fdec000 | 01 d0 cd bc ab 00 00 00 [ original memory content ] 
8fdec010 | [ ………..…….. original memory content ….....……….. ] 

We can’t control these bits

Invalid instruction



Attempt #2

TTBR1_EL1 = 0x00a4000081ca8001
(reboot)

TTBR1_EL1 = 0x01ae000081ca8001
(reboot)

TTBR1_EL1 = 0x0044000081ca8001



Attempt #2
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Attempt #2



Attempt #2
Idea:

● Overwrite level 2 block descriptor of kernel code 

Constraints:

● Last 3 nibbles need to be 001
● PTE to corrupt needs to be at the start of a page
● Level 3 table needs to have a predictable virtual address



Attempt #2
Idea:

● Overwrite level 2 block descriptor of kernel code 

Constraints:

● Last 3 nibbles need to be 001
● PTE to corrupt needs to be at the start of a page
● Level 3 table needs to have a predictable virtual address

ASLR breaks this assumption!
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Blackboxing the GPU HW
Attempt #3



Attempt #3

FL stack pointer

What if we don’t map 
0x1007000 - 0x1008000?



Attempt #3
What if we don’t map 0x1007000 - 0x1008000?

GPU Page Fault:
DataMaster=GEOM 
fault_address=0x1007f80 
pc_address=0xaa408e000



Attempt #3
● 0x1007f80 might be an interesting GPU VA address to start the FL

● Tried some stack offsets but GPU does not write to the pages at all
● Or it’s identical to #1



Attempt #3
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Thank you for attending - questions?
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Thank you for attending - questions?



Attempt #3

*(long*) 0x8fdec000 = 0xabbccdd1



Attempt #3
● GPU complains about page fault and core dump all the time

○ But rendering works? -> Yes



Attempt #3 - Conclusion
● We have an almost arbitrary 32-bit write primitive at the beginning of any physical page

○ Weird primitive, but powerful

8fdec000 | d1 cd bc ab [ …..… original memory content …….. ] 
8fdec010 | [ ………..…….. original memory content ….....……….. ] 

The 4 bits we can’t control

● We can patch AP kernel code, read-only page, data page from the GPU subsystem
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Bypass KASLR

By Patching Kernel Code Directly From GPU HW



The Initial Write Primitive

● We can patch 3.5 bytes at the beginning of an arbitrary physical page 

8fdec000 | d1 cd bc ab [ …..… original memory content …….. ] 
8fdec010 | [ ………..…….. original memory content ….....……….. ] 

● Instructions we can craft
○ Mov X{1, 17}  /  LDR X{1, 17} …

The 4 bits we can’t control

● Is this enough for building a kernel exploit?



Physical Memory Randomization
● cat /proc/iomem

● Project Zero filed a similar bug in the approximately same time

● List kernel functions that appear at the beginning of the page



Bypass KASLR

● At least 3948 functions in GKI image!
○ GKI kernel image means .ko drivers are excluded :-/

How to get KASLR leak???

Even harder, not from adb shell ❌ 
unprivileged app only → fewer interfaces 

we can interact



Bypass KASLR

● Pseudo-filesystem!
○ c_show <- cpuinfo, proc_sched_show_task <- sched …



Bypass KASLR

● After experimentations, the sched one work
○ c_show -> proc_sched_show_task (0x12d0 bytes)



Bypass KASLR

● X22 is the register for pointing the format string address

● seq_print(seq, "%-45s:%21Ld\n", "nr_failed_migrations_hot", nr_hot);

X22 
● .kernel:FFFFFFC080118000 MOV X1, X22 -> LDR X17, [X22, 0x71428]!  (D1 AE 42 F8)
● .kernel:FFFFFFC080118004 BL              seq_printf



Bypass KASLR
● seq_print(seq, "%-45s:%21Ld\n", "nr_failed_migrations_hot", nr_hot);
● seq_print(seq, "%llu", "nr_failed_migrations_hot", nr_hot);

○ We are printing the address of a kernel string
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Forge Kernel Arbitrary Write

By Patching Kernel Code Directly From GPU HW



Forge Kernel Arbitrary Write

● Where to get kernel arbitrary write ???

● There’re a lot of candidates
○ binder_ioctl
○ setsockopt
○ …

● Most of the possible candidates can be used for “crafting” a memory 
corruption



Forge Kernel Arbitrary Write

● Check function that receives user input directly…



Forge Kernel Arbitrary Write

● Patch __arm64_sys_setitimer(which, value, ovalue)

● __syscall_setitimer(which, value,  ovalue)
Kernel arbitrary write and 
copy_from_user will return 
-1 early



Forge Kernel Arbitrary Write

● __syscall_setitimer(which, unsigned int val,  unsigned long target_addr)
○ *(unsigned int*)target_addr = val;

● If someone else calls __syscall_setitimer, the kernel will crash
○ Privilege Access Never
○ Writing an user space address directly in the kernel is not allowed

● If we patch this syscall, how stable the exploit is?



Forge Kernel Arbitrary Write

● I wrote a bug in my exploit app and it crashed … 
○ crash_dump64 calls setitimer

[23455.250036][ T6551] Unable to handle kernel access to user memory outside uaccess routines at virtual address 0000007fc024e1d0
…
[23455.251908][ T6551] CPU: 0 PID: 6551 Comm: crash_dump64 Tainted: G S      W  OE      6.6.56-android15-8-g99ff92c2bc93-ab12633206-4k 
#1 1400000003000000474e5500089f7d33e1b1d0d5
[23455.251931][ T6551] Hardware name: FRANKEL Proto 1.0 based on LGA (DT)
[23455.251946][ T6551] pstate: 63400005 (nZCv daif +PAN -UAO +TCO +DIT -SSBS BTYPE=--)
[23455.251960][ T6551] pc : __arm64_sys_setitimer+0x3c/0x180
[23455.251999][ T6551] lr : invoke_syscall+0x58/0x114
[23455.252024][ T6551] sp : ffffffc0a42dbd90
[23455.252032][ T6551] x29: ffffffc0a42dbe00 x28: ffffff880f4d3840 x27: 0000000000000000
[23455.252053][ T6551] x26: 0000000000000000 x25: 0000000000000000 x24: 0000000000000000
[23455.252070][ T6551] x23: 0000000080001000 x22: 000000750cdc7848 x21: ffffff880f4d3840
[23455.252086][ T6551] x20: 0000000000000000 x19: 0000007fc024e1d0 x18: ffffffd79dcabec0
[23455.252102][ T6551] x17: 00000000b02b34d9 x16: 00000000b02b34d9 x15: 0000000000000000
[23455.252118][ T6551] x14: 0000000000000020 x13: 0000007fc024e208 x12: 0000007fc024e1d0
[23455.252135][ T6551] x11: 0000007fc024e1f0 x10: 00000000c00000b7 x9 : 04ece67205029700
[23455.252153][ T6551] x8 : 04ece67205029700 x7 : 0000000000000000 x6 : 0000000000000000
[23455.252168][ T6551] x5 : 0000000000000000 x4 : 0000000000000000 x3 : 0000000000000000
[23455.252184][ T6551] x2 : 0000000000000020 x1 : 0000007fc024e1f0 x0 : ffffffc0a42dbdd8
[23455.252201][ T6551] Call trace:
[23455.252214][ T6551]  __arm64_sys_setitimer+0x3c/0x180
[23455.252228][ T6551]  invoke_syscall+0x58/0x114
[23455.252242][ T6551]  el0_svc_common+0x80/0xe0
[23455.252256][ T6551]  do_el0_svc+0x1c/0x28
[23455.252270][ T6551]  el0_svc+0x38/0x68
[23455.252298][ T6551]  el0t_64_sync_handler+0x68/0xbc
[23455.252310][ T6551]  el0t_64_sync+0x1a8/0x1ac

Please don’t let your 
exploit app crash in the 
middle of the 
exploitation :)
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Forge Kernel Arbitrary Read

By Patching Kernel Code Directly From GPU HW



Forge Kernel Arbitrary Read

● Where is kernel arbitrary read? 😭
○ Checked all syscalls … Didn’t really find a good target

● Find some socket related objects, use arbitrary write and ioctl handlers 
to forge an arbitrary read

● Where to get a socket object leak ?!



Leak Kernel Sock Object Heap Address

● Create a udp socket

● Kernel pointer value is guarded by %pK
○ To print the kernel address, we need to overwrite global kernel data kptr_restrict



Leak Kernel Sock Object Heap Address

● If kptr_restrict is 2 (default): Print 0x0 ❌
● If kptr_restrict is 1: Print full kernel address only if you’re root ❌

● If kptr_restrict is 0:
○ If no_hash_pointers is true, print full kernel address
○ It’s zero by default in kernel .rodata in device



Leak Kernel Sock Object Heap Address

● Write no_hash_pointers in kernel .rodata to a non-zero value?
○ Can’t use our arbitrary write primitive because it will trigger kernel write panic

● The kernel page contains no_hash_pointers is not remotely important
○ Overwrite the page by GPU geometry data?



Leak Kernel Sock Object Heap Address

● Yes, we can fill this page with Pixel data by the GPU hardware!

● Can we find a more stable way to read the kernel address?



Leak Kernel Sock Object Heap Address

● If kptr_restrict is 0, the kernel default behavior is to print the hash{addr}:

● The hash key ptr_key is in .data section with R/W memory permission



Leak Kernel Sock Object Heap Address

● Overwrite the hash key to ZERO
● Since we know the allocated heap object is likely around 0xffffff8800000000 - 

0xffffff8a00000000, with object size 0x100

Brute force the hash and 
uncover the kernel 
pointer address! There’s 
no hash collision btw :-)



Forge Kernel Arbitrary Read Primitive

● /proc/self/net/udp: udp4_seq_show -> udp4_format_sock:

Printing inode



Forge Kernel Arbitrary Read Primitive

● We know sk already
○ Overwrite sk->sk_socket

Arbitrary read primitive! 
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Final Exploit & Demo



The Final Touch

● Arb R/W, KASLR Bypass
○ Overwrite cred object by iterating init_task_list_head
○ Clear SELinux AVC decision mapping
○ Flush SELinux AVC cache

The exploit is built based on an internal test build. Production devices are not affected.



https://docs.google.com/file/d/1c5aeTdl4GKCjeyJ6jlPyUi1biLTggUXe/preview?resourcekey=0-yOh_8NXUCHH6B3pIPW_AIA
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Historical Freelist Vulnerabilities



Historical Freelist Vulnerabilities

● PSP-44: Information Leak because FL is readable by GPU
● CVE-2024-23715: Failure for sanitizing GPU writable permission against FL



Historical Freelist Vulnerabilities

● CVE-2025-25179: Remap FL ● CVE-2025-0478



Historical Freelist Vulnerabilities

● CVE-2025-0468: “RobustnessAddress”
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Summary



Tile-based Deferred Rooting

● Not a quite conventional GPU vulnerability and exploit
● Lesson learned: A tiny mistake in the render configuration could eventually 

enable the GPU hardware to overwrite the AP kernel
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Questions? Read our blogs!


